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Abstract: To address the structural mismatch between strict operational constraints of the Industrial Internet and the con-
ventional bolt-on, static-perimeter security paradigm, research on deterministic endogenous security defense was con-
ducted. A deterministic endogenous security defense paradigm was proposed based on four categories of intrinsic deter-
minism: entity, behavior, structure, and environment. Five key enabling technologies were systematically surveyed: en-
dogenous identity management, task-behavior assurance, unknown-attack inference, active security defense, and security
effectiveness evaluation. These were used to construct an endogenous security defense architecture covering prerequi-

sites, system models, and four-dimensional technical implementation. The common bottlenecks of existing endogenous
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security practices in cross-path coordination and scenario adaptation were revealed through comparative analysis. Sce-
nario analyses in intelligent manufacturing and industrial 5G illustrate that the proposed architecture can support the
translation from theoretical mechanisms into engineering protection by leveraging intrinsic system determinism to coun-
ter threat uncertainty, thereby providing a viable path to addressing the cross-domain coordination and dynamic-
evolution bottlenecks of industrial Internet security.
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